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UBEC’s platform

www.ubec.com.aw
Datasheets, Reference Designs,

Software Development Kit
Software Libraries

Chips - Wireless '

Microcontrollers

Partners.., Wireless Network Solutions
Test, N/W Planning, Module/Hardware Manufacture
Design Services, Applications Development
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UZz2400
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e and Proprietary Application
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BUbec UZ2400 feature

4+ True single-chip 2.4 GHz IEEE 802.15.4 compliant RF
transceiver with baseband modem and MAC support

+ DSSS baseband modem with 2 MChips/s and 250 kbps
effective data rate, and 625Kbps turbo mode

+ Low current consumption (RX: 18 mA, TX: 22
4 Low supply voltage (2.1 - 3.6 V) wit W Itage
C

regulator

4 Programmable ou ﬂﬁl

4+ No exterﬂ? / ter needed

+ Very few nal components

4+ 128(RX) + 128(TX) byte data buffering
+ Digital RSSI / LQI support

+ Hardware MAC encryption (AES-128)
4+ Powerful and flexible development tools available
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B ubec

4+ Interrupt mechanism

Proprietary Solution Programming Guide

SREG31: ISRSTS

Offset: 0x31

Bits Name Description | Reset Value R/W
7 SIpAltirg Sleep alert interrupt b/ i RC
G WakAltirg |Wake—up alert interrupt 0 RC
& HSymTmrlrq olftimer intgrru 0 RC
4 Seclr ' request interrupt 0 RC

“ 3 RXOKirg R OK interrupt 0 RC
2 Txg2r |GTS FIFO 2 release interrupt 0 RC
1 Txglr |GTS FIFO 1 release interrupt 0 RC

“ 0 Txnr IT)(FIFD release interrupt 0 RC

Note: chances to clear these status when writing this register
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B ubec

+  Sending a packet in Normal FIFO

. The format is as follows
Byte: 0 1 2~

Sending a packet procedure

Header length Frame length Header FPayload

SREG24: TXSR
Offset: 0x24

Bits Name Description

7-6 txnretryn Retry times of the most recent Txh a
-

GTSFIFO1 transmission fails due to not enough time before
3 Txg1fnt 0 R
end of GTS slot

STSFIFO2 release status.
2 Txg2s 0 R
0: ok, 1: fail{retry count exceed)

STSFIFO1 release status
1 Txgls 0 R
0: ok, 1: fail{retry count exceed)

TXNFIFO release status
0 Txns 0 R
0: ok, 1: fail{retry count exceed)
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Send trigger bit
SReg0x1B[0] =1

TXMAC will perform |
CSMA-CA |

Polling Status
(Interrupt status)

SReg24[0]=0

A

Transmit okay Transmit fail Page 7
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B ubec

<+ Receiving a packet
» Frame length (in bytes) includes header, payload and FCS(2 bytes).

Byte: 0 1 2~

How do receive a packet

Frame length | Header Fayload

SREG00: RXMCR

Offset: 0x00 ()
Bits Name | Description e RW
7 NoCRC |Nc| CRC data append D RAW
) BB $ 0 RAW
5 GI-{ response in any case 0 RAW
4 MAC_Ipbk |I'-.-'1A{3 loopback function enable 1] RW
This device is a PAN coordinator.
3 isPANCord 0 RAW
2 isCord This device Is a coordinator. 0 RwW
Accept all kinds of pkt{including CRC error).
1 errpkt 0 RwW
|| 0 Promi_mode |Accept all packets with CRC OK. 0 R/W
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2b 11

( RX mode )

SReg0x00[1:0] == ?

2b 01

Error mode

SReg0x31[3] == 1?2??

< Read RX FIFO <>

A
( Parsing the data >
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Security & Alam
Smoke detectors sound
alarm if a fire oocours.
Lights toggle at the
same time,

Moticn Datactor

Communicates wirglessly with
central alam. Window Conirol

& Blindz can be controlled by
Y] mmpla hattery-operated

Door Control
Lock/unlock entrance door

using a wireless key. When
the door locks, lights

and pressure. Waters Iam
according to exact requirements,
saving water usage and costs.

Radiators & Temperature
Radiators and temperature ssnsors
maintain ideal femperature, saving

poveer and money.
P‘“ v

Lighting Comirol
Lighting schemes can be used
o easily control all lights in

a room.

i

il
IIIIIIIII

Remote Control
The remote control
enahles the user o
control all devices in the
home. The network wall
forward messages to
nodes that are not
within direct range of the
remate control.

Monitoring & Comtrol
Menitar ard control thi
nataork crear tha intermat.

Automatic Notification
The system can be set up to
automatically contact the owner if
problems oceur.
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B ubec Proprietary Application: Home Security

Sensor
if anyone open the door, it send sensor

s: 9— <« trigger packet to IP gateway

A

Remote Controller_1

IP Gatewa . . .
d 1. 4 Event keys. This device is using to remote controller the

1. 3 Sensor triggered output (DO)

- IPGateway.
2. Event function output (DO
Enable/Disable/AIaFr)m/I(_ock) 2 Enable/Disable key: Enable/Disable the sensor trigger output or not
in IPGateway

3. 3 Sensor LIVE indication LED
3. LOCK key: enable lock, any other key can't work.

4. ALARM key: send ALARM to IPGateway.
5 LOCK -> Enable+Disalbe = Association key Page 11
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Bubec

oller 1

IPGateway’s carrier Remoter

.
OBE@.CO“{‘ 2zl

A l
Page 12

Copyright © ubec confidential



B ubec

<+ Automatic ACK response machine

Proprietary Application: Bus Finder

Device 11

"
/7

Device 66

/

Page 13
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B ubec Bus Finder Proprietary solution

packet : 21 cc 00 12 34 50 51 52 53 54 55 56 57 12 34 20 21 22 23 24 25 26 27
0x21 =2pb'0010 0001 bit[2:0]: data packet, bit[5]: ACK request

1.  Set PAN ID and Short or Long Address as first

—  PAN ID: SReg0x01 0x02
g de “t‘a\

—  Short Address: SReg0x03 0x04

- Long Address: SRengOS -0x0C {
2. Trigger this ?

—  SRegOx1 1 packet in normal FIFO needs ACK response

How do you know you receive a ACK packet?
—  Sreg0x24[0] = 0 receive a ACK packet
—  Sreg0x24[0] = 1 doesn't receive a ACK packet
—  SReg0x24[7:6] indicate the times of retransmitted.

Page 14
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‘JB MAC and Upper layer
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B ubec

1. Fill in TXN_FIFOs you want to send with encryption

Sending a packet with security encryption:

Byte: 0O 1 2~
Header length Frame length Header Payload

2. Fill in key into key table memory

+  Normal FIFO key Long: 0x280 — Ox28F 1 a\

3. Fill in cipher mode

«  Normal FIFO: SRe [2:@0{\{‘

SREG2C: SE E
Offset: 0x2c

Name Description Reset Value | RW

7 Seclgnore RX security process ignore 0 WT

G SecStart R securty process start 0 WT

5-3 RX_cipher RX cipher select, as 802.15.4 Sec7 6 Tahle 75 0 R
TX cipher select for normal fifo, as 802.15.4 Sec7 6 Takle

20 TX_cipher_n - 0 R

Page 16
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Bubec Sending a packet with security encryption:

4, Trigger FIFO start with security
. Normal FIFO: SReg1B[1:0] = “11”

SREG1B: TXNMTRIG

Offset: Ox1b
Bits Name Description Reset Value | R/W
-5 reserved Y \
Received ACK frame with pending indication. F ! a

4 Txm_ackp This hit is cleared at next trigoering of TXNFIFD eﬂ
3 indirect ALSH Srhcoording 2. 0 RW
2 ackreq 0] RMY
1 0 RN
0 Trigger TAMAC to send the packet in TXFIFO. 0 WT

5. Wait for FIFO release interrupt/status as plaintext packet does.

Page 17
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Bubec Sending a packet with security encryption:

Key table @ TX normal FIFO 10 11 1213141516 17 18 19 20 21 22 23 24 25

Package 09CC 00 1234 5051525354555657 1234 2021222324252627 00 01 02 03 04 05 06
07 08 09

1. Non-security SReg0x2C=0x00
Time {us) Length Frame control field Sequence || Dest. Dest. Source Encrypted MAC payload || RSSI FCs
+0 Type 3ec Pnd Ack req Intra PAN || number PAN Address PAN 0o 01 02 03 04 (dBm)
=0 35 DATZ 1 0 0 ] 0x00 0x3412 DxS?SE; 2530 22120 05 06 07 08 09 -50 [1)54
2. AES-CTR SReg0Ox2C=0x01
||
Time [us] Length Frame contr Des’L Source Source Encrypted MAC payload Lar lFcs
+523255 Type 3ec P Address PAHN Address 00 0l 0z 03 04
=523255 DATA 1 0x3412 J| 0x5756555453525150 )| Ox3412 | 0x2V26252423222120 05 FC 855 7F 70 152 || 0K
3. AES-CCM-128 SReg0x2C=0x02
1
Length Frame control field Sequence Dest. Dest. Source Source Encrypted MAC payload Lat |[Fcs
Type 3ec Pnd Ack reqg Intra PAN || number PAHN Address PAHN Address 00 01 0 03 04 05 32 70 21 A5 BS 00 F7
al DAaTa 1 0 0 0 0x00 O0x341Z2 || 0x5756555453525150 || 0x3dle ||0x27262524232221200(F4 FBE 5S4 D5 7C C1 27 93 EBE 268 B4 80 0D |J152 || OK

4. AES-CCM-64 SReg0x2C=0x03

Time {us) Length Frame control field Sequence || Dest. Dest. Source Source Encrypted MAC payload Lal |[Fes

+51636318 Type Sec Pnd Ack reqg Intra PAN || number PAN Address PAN Address 00 01 02 03 04 05 32 7D 21

=65594427 a3 DaTd 1 1] 1] a 0x00 Ox341Z2 || 0x5756555453525150 || 03412 || 0x2T7262524253222120 (A5 72 SE AF 30 2B E1 F3 SEf| 152 || OK
Page 18
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B ubec

5. AES-CCM-32 SReg0x2C=0x04

Sending a packet with security encryption:

1
Time {us) Length Frame control field Sequence || Dest. Dest. Source Source Encrypted MAC payload l Lal |[Fcs
+16655054 Type 3ec Pnd Ack reqg Intra PAN || number PAHN Address PAHN Address 00 01 02 03 04 05 32
=55249451 39 DaTa 1 0 u] 0 0=00 O0x341l2 || 05756555453525150 |[0x3412 || 02720252423 222120 (WD 21 A5 Cd 2B 90 15§ 156 | 0K
|
6. AES-CBC-MAC-128 SReg0x2C=0x04
Length Frame control field Sequence || Dest. Dest. ure Encrypted MAC payload Lat || Fes
Type 3ec Pnd Ack redq Intra PAN || number PAN Address 00l 02 03 04 05 32
39 DATA 1 1] 1] 1] =00 0x353412 || 057565554535 120070 21 &5 C8 2B 90 15 §156 || OK
7. AES-CBC-MAC-64 S oxos C O N
|
Time {us) Dest. Source Source Encrypted MAC payload "
12066573 || -EnO Address PAN Address 00 0L 0z 03 04 05 06 07 oa || "M [P
=117729650 L] 0x5756555453525150 || 03412 ||0x27262524232221200|109 09 54 5& 60 E9 BS 42 4B 1165 || OF
|
8. AES-CBC-MAC-32 SReg0x2C=0x07 .
Time {us) Length Frame control field Sequence Dest. Dest. Source Source Encrypted MAC payload Lat ||Fcs
+10641506 Type 3ec Pnd Ack req Intra PAN || number PAN Address PAN Address 00 01 02 03 04 05 06
=128371156 39 DATR 1 0 0 0 =00 0x3417 || Ox5756555453525150 ||0x3412 |[0x2T7262524252221208| 07 05 09 B9 BS 42 4F ||1585 || 0K
|
Page 19
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B ubec

1. Security interruption

SREG31: ISRSTS

Receiving a packet with security decryption

Offset: 0x31
|Bit5 Name Description Reset Value | RW
T SlpAltirg Sleep alert interrupt 0 RC
i WakAltirg Wake-up alert int2rrupt 0 RC
l HSymTmrlrg | Half symbol timer interrupt A a\
4 Seclrg Security key request interrupt
3 RXOKIrg R OK interrupt 0 RC
2 Txg2r i 0 RC
1 Txgg 1] RC
0 Txnr TAFIFO release intermupt 0 RC

Note: chances to clear these status when writing this register

2. Key and cipher mode:
. RX FIFO key address
RXFIFO key Lang: 0x280 — 0x2BF
. Cipher mode of RX FIFO: SReg2CJ[5:3]
. Security start: SReg2C[6] or Security ignore: SReg2C[7]

Page 20
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B ubec

Possible issue in MAC security

e CTR mode
— NO MIC (message integrity code), don’t make sure the

data is right deﬂt.‘a\

« CBC-MAC %
— No use Non C Coﬂﬁl

— Data the ﬁ ~Encryption result is the same.

Page 21
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B ubec

Upper cipher encryption

Purpose: Use TXNFIFO to perform upper cipher encryption:

1.  Fill in TXNFIFO with followmg format
Byte: 0

Header length | Frame length Header Payload \

Write NONCE (13 bytes) at LReg40€fdeﬂt‘-
Set SReg37[6] = ‘1’

Set TX ?ﬁﬁe
Set ciphe of TXNFIFO at SReg2C[2:0].

Trigger TXNFIFO to send at SReg1B.

Check ISRSTS(SReg31[0]="1") and TXSR(SReg24[0]="0"), meaning
ciphering is done.

8.  Read back TXNFIFO to get the result.

N o Ok W

Page 22
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B ubec

Upper cipher decryption

Purpose: TXNFIFO to perform upper cipher decryption:

1.

©

N o ook oW

Fill in TXNFIFO with following format:

Byte: 0 1 2~

Header length | Frame length Header Fayload \

Write NONCE (13 bytes) at LReg40€5€de“t"
Set SReg37[7] =

Set TX ﬁ G@
Set ciph Iﬁ of TXNFIFO at SReg2C[2:0].

Trigger TXNFIFO to send at SReg1B.

Check ISRSTS(SReg31[0]="1") and TXSR(SReg24[0]="0"), meaning
ciphering is done.

Read back TXNFIFO to get the result.
Check RXSR(SReg30[6]) for MIC check error. If it’s ‘0, then it’s ok.

Page 23
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B ubec

Nonce

« Avoiding to get the same data output after security processing, the nonce
will be implemented by each security operation. in the mean time, this
procedure can enhance our data safety also. They included extended
address , frame counter and security control “t“_a

— Extended address “ﬁ.‘_de

— Frame counter 0

o This @ ha geCEry time and let the nonce different
- Securitﬁg

Octets: 8 4 1

Source address | Frame counter | Securnty control

Copyright © ubec confidential
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Bubec Development Environment

<+ Development Kit

— RF module
DotForce
DotPower
« COB
Stamp type

— MCU board .‘ de“t.‘_a\

e Silicon Labs C8051F124 moth

— Integrate k;j E@C C
* U-Zig: RA , MCU
« U-Zig with diversity antenna

4+ Development tool
— Seeker (debug application, sniffer using)

Page 25
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Bubec Development Kit

+ U-Zig Power module with Chip antenna DotPower module

AT

it
¥ .

115

I

MCU

i

LI
aafy

:i:i:i!!liii'i!ili'l'ﬁl.{l{'
i

== Fievany

LO1S-1-U-003-A
SLOLE

LUTETETETAT TRIRT Y id ]
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uubec Development Kit

4 Chip on Board module

Page 27
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IEEE 802.15.4 \
(MAC 1a
. e“_

con id

‘JBEC Session 1.

Brief Introduction

Page 28
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Bubec What’s IEEE 802.15.4

+ Full name:

— Part 15.4: Wireless Medium Access Control (MAC) and Physical Layer
(PHY) Specifications for Low-Rate Wireless Personal Akea Networks

(LR-WPANS) 13
+ Keywords \de“t

B ) . : CO“{.
) 14 5, T

— W - Wireless

Page 29
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ISO OSI

- Protocol Stacks

TCP/IP

Copyright © ubec confidential



B ubec Protocol Stacks

confirm indication

request

a\response

request confirm indication response

PHY

Page 31
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The PHY Layer

dio Frequency, RF, Wireless

Page 32
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B ubec Factors

«+ Frequency band
— 2.4 GHz, 250kbps, 16 channels
— 906 MHz, 40kbps, 10 channels

— 868 MHz, 30kbps, 1 channel . '13\
+ Codec " > “ﬁ\deﬂt

_ DSSS %ﬁsﬁl‘@ﬁ«o

Page 33
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Bubec Functions

<+ Main function
— Transmit packets
— Receive packets and notify upper layer
<+ Support function
— Energy detection

— Transceive%fc Co

— Switch'ehan

qdentidh

Page 34
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The MAC Layer: Overview \
What MAC Does . de“t‘-a
Peer-to-peer connectio “ﬁ\
Pack ISSI eceiving control
Wha eﬁﬁ@

Topology

Routing

Decision

Fragmentation / De-fragmentation
Roaming

Page 35
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F- e 0 AL -t D
Oubec  ggnaiprocessingsieps |

hor
Set Parameters
nodes

Transmit / receive Build peer-to-peer
packet connection

Copyright © ubec confidential
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device

cheap
tiny
client
sensor

MAC Features

coor.dinTr

cﬁﬁ&é’e

costly
powerful

server
central controller
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To be continued...
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B ubec

4+ Channel
— 8 bits, 0x0B ~ Ox1A

4+ PAN ID (Personal Area Network)
— 16 bits, 0x0000 ~ Ox3FFF

<+ Long Address

_ i?lec;iﬁ@: rﬁgﬂﬁld

- Sho
— 16 bits
— Runtime, unigue in each PAN

ﬂﬂa\

Page 39
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Bubec MAC Function: Scanning/Transmission

Request

Confirm

@

Page 40

Copyright © ubec confidential



B ubec

MAC Function: Transmission (Direct)

Request

i

Confirm

@

Copyright © ubec confidential
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Bubec MAC Function: Transmission (Indirect)

Request

Indication @TA #Q Confirm

Page 42
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Bubec MAC Function: Associating Process

Request

| want to join Indication

sponse

Confirm

@

Copyright © ubec confidential

You may join.
Your ID is $CAF

To be continued Page 43




B ubec

Request Indication

U

Confirm Q

Page 44
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BUbec MAC Parameters

Extended address
Channel
PAN ID

Short address A e“t‘_a\
Short / extended address of pare%“ﬁ
Ability to let oﬂgﬂ@ C

e

Buffer hoI
Power saving on / off

- = & = & F & ¥

Page 45
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B ubec

Standard Procedure

Set Parameter Set Parameter

Ext addr Ext addr, Short addr
Channel, PAN ID

Scan
Channel query

" @deﬂ".‘a\

Confirm CEOﬁ
) xt addr or Short addr
of the Coordinator
go te

PAN ID. join request
Ext addr or Short addr Indication
(of the Coordinator) »
response
query for response Short addr of the device

response

Short addr of the device
Ext addr and Short addr
of the Coordinator Page 46
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‘JBE Myth and Truth

Page 47
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Bubec Myth and Truth

4+ Myth: TX rate = 250 kbps
— Truth: about 1xx kbps for peer-to-peer connection
<+ Myth: Power saving

— Truth: performance is a trade-off by m&a\
4+ Myth: The Protocol is é‘_a

— Truth: ... é
+ Myth: Zig&e‘iﬁ e a cheap solutlon

— Truth: Yeah, but just for the end-devices.

Page 48
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Bubec The ZigBee Network

PAN Coordinator

“ﬁa\

Router

End Device

Page 49
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B ubec

Power-Saving Mode

«+ Active Power Consumption
— MCU = 25mA
— UZ2400 = 20mA

4+ Sleep Power Consumption A e“t‘_a\

— MCU = 1.5uA ﬁ

B} on
+ Sleelsztsdﬁol %E‘C C

— About 10ms

Page 50
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\‘R”outer

\
\
\
\
\
\
\
\

= ‘ End device
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B ubec

ZigBee does NOT cover...

Building a completely battery-powered network.
Battery-powered device that send packets every second.
Ad-hoc network without a coordinator.

Roaming and hand-over. . d e“t.‘_a\

Data fragment and recovery. N 1

Full duplewﬂ@mﬁﬂtuon.

- & & & & ¥

Page 52
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|EEE 802.15.4

P
ot\f‘(\e“
‘JBE‘C Sission 2:

MAC Packets

Page 53

Copyright © ubec confidential



UBEC

Overview

Page 54
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BUbec MAC Frame Format

MAC Header MA é{:\ﬁ{ﬁ"ﬁ,\

CRC

C
1 byte ‘Jﬁﬁb@ 0~102 bytes

2 bytes

Page 55
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MAC Header
Byte: 2 1 0/2 0/2/8 0/2 0/2/8
Dest Source
PAN Dest PAN Source
Address Address
ID ID \
LSB OBEC
Frame Frame | ACK Intra 5 I DL
Tvpe Securitypen dind Re PAN N/A | Addr | N/A | Addr
yP 9 9 Mode Mode
bit: 3 1 1 1 1 3 2 2 2

%00: skip address field

% 10: short address
Page 56
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Bubec 4 Types of MAC Packets

ACK MHR | CRC

3

( J
Data MHR | DST | SRC \fd CRC
2OV 0~102
Command MHR | DST | SRC - Parameter CRC
7~23 1 0~9
7113 4~83 0~52

Page 57
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‘JBE‘C CSMA/CA

Page 58
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Bubec CSMA/CA

<+ Carrier Sense Multiple Access with Collision Avoidance
— RF device can not listen while transmitting.
— Collision avoidance: listen before transmit.

— Every packet must follow CSMA/CA e eé“ﬁh&&teptions:
 ACKs {1
. D% @seﬁ*@po ling
Ons

e Be acon Network
e Datain GTS

Page 59
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Bubec CSMAJ/CA Time Line (2.4G)

1 2 3 4 ) 6 7
No Act
320us~2.56ms 192us 1lbyte = 32us 192us 672us 192us / 640us

1. Wait random duration 320us ~ 2.56 a u&lled Backoff.
up

N

led, repeat waiting with maximum

Check the channel status. émp
duration m epea at most, or report Channel Access Failure.
e

Tell it to prepare transmission.
Transmitting data. 1 byte = 32us.

RF circuit automatically switch to receiving mode for ACK.

o g A~ W

Wait 672us for ACK. If ACK is not received, repeat the whole procedure. At most
3 times, or report No ACK.

7. Pause before sending next packet. If the packet length is greater than 18 bytes
(including header and CRC), it shall pause for 640us.

8. If ACK is not required, step 5 & 6 can be skipped. Page 60
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B ubec

Recelving Rule

4+ Destination PAN must match or equal to $FFFF (broadcast)

+ Destination address must match with the device’s short address or extended
address or equal to $FFFF (broadcast)

o
+ If the packet Is a beacon packet, the Source RAN &\to or equal to
Keﬂﬂ

the device PAN and $FFFF

o
+ If the packetisad t, @@ﬁgéstination field is missing, only
PAN Coorﬁt tve It.

Page 61
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B ubec

Transmitting Rule

+ SFFFF, reserved value for the short address, means broadcast.
+ SFFFE , another reserved value for short address, means “short address will

not be used”.
#+ The addresses for the destination and the so Qﬁwt are

determined by the upper layer. s
+ Some MAC commaé‘@ a@ﬂ ed address in the source address

field.

+ Besides, on he short address Is allowed as source address when the
address of a device is shorter than $FFFE,

Page 62
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UBEC

Beacon Packets

Page 63
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BUbec MAC Beacon Packets

+ A special packet for node announcement
— PAN ID & address
— Ability to let other devices join

— Buffered data de“t.‘-a\

— Others

o
<+ Beaconis used to 0“{“

- Inquirm idn during Scan
— Notify the/end devices that packets are in pending mode

— Synchronization (beacon network)

Page 64
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BUbec MAC Beacon: MAC Header

2 1 2 2/8
Source Source
S Address
ID
o
Src Dst
F_I[amee Securityplzerr?crl?r? é(e:K ::XS N/A | Addr | N/A | Addr
yp 9 9 Mode Mode
000 X 0 0 0 000 10/11 00 00

Typical values of FCF: $00, $08/0C oage 66



Bubec MAC Beacon: MAC Payload

2 1~23 1 0~56 0~52

Beacon
Payload

pEC ©

Beacon Super-| Final |Battery PAN | Permit
Order frame | CAP Life N/A |Coordi-| ASSo-
Order | Slots Ext. nator | ciate
bits: 4 4 4 1 1 1 1
$F $F $F O O X X Page 66
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MAC Frame Format

C cot\ﬁde“ﬁa\
.

‘JB MAC Commands

Page 67
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BUbec MAC Command Packets

«+ Control all MAC behaviors
— Beacon Request
— Association Request
— Association Response

ofide ““a\

— Data Request
— Orphan Noti C Co
- Coordl r nment

— Disassociation Notification
— PAN ID Conflict Notification
— GTS Request

Page 68
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Beacon Request

$FFFF  $FFFF  $07

I[:))eAsl\tl. Dest.
D Address

Src Dst
AT Security, O QEK DS | A | Addr | NA | Addr
yp 9 9 Mode Mode
011 X 0 0 0 000 00 00 10
Typical values of FCF: $03, $08 Page 69
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B ubec

Review: Scan Procedure

Scan
Channel Beacon Request
Channel #1

Beacon Request
Channel #1

Beacon #2

Confirm

<
<

Page 70
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Data Request
$04
Dest.
Dest.
PAN
D Addr.
Src Dst
F_I[amee Securityplzerr?crl?r? é(e:K ITXS N/A | Addr | N/A | Addr
yp 9 9 Mode Mode
011 X 0 1 X 000 XX 00 XX

Page 71

Copyright © ubec confidential



B ubec

Review: Polling, with Data

Send Packet
Ext addr / Short addr

Poll

Dest. addr Data RequeSt t.‘_a\

ACK: pendifitf,bi eﬂ
oBEL E

ACK
Confirm Confirm

Success Success

A
\ 4

Indication
Data packet

A

Page 72
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B ubec

Polling, no Data

Send Packet
Ext addr / Short addr

Poll

Data Request o
Dest. addr ‘a\
o GRAST
U

Page 73
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B ubec

Polling, no Data

Send Packet
Ext addr / Short addr

ACK: pendi?“baeﬂt."a\

1
Q%E@aglg:ket: payload = 0

No data

Poll

Dest. addr

Data Request

A

Page 74
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B ubec

Polling, Automatic

Send Packet
Ext addr / Short addr

Beacon

Request o a\
it

‘JBE@ Data Request

ACK: pending bits = 1

Data packet

ACK

Indication
Data packet

A
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B ubec

Polling, Continuous

Send Packet
Data Request Ext addr / Short addr

ACK: pending bits = ‘a\

g€ @ﬁ’m@eﬂ

J@%

Poll

Dest. addr

Indication
Data Request
ACK: pending bits = 1
Data packet
Indication ACK

A

Page 76
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B ubec

Direct v.s. Indirect: retransmit

Send Packet

Data [#23]
Data [#23]

Data [#23] a\
VA coDﬁﬁ’ﬁd ﬁ“&mﬁrm

‘JB failed

\

Send Packet

Data [#24]

Data [#24]

ACK
Indication Confirm

A
\ 4

Success

Page 77
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B ubec

Direct v.s. Indirect: retransmit

Poll

Confir
il
o)

Data Request

con

Confirm

Data Request

Data packet [#25]
ACK

A

Indication

A

ACK: pending bits = 1

Data pac{ié@“

ACK: pending bits = 1

Send Packet

Ext addr / Short addr

(1al

Confirm

\ 4

Success

Page 78
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Associate Request

011 X 0 1 0 000 11 00 11/10
Src Dst

FTramee Securitypi'ﬂf QSK DS | NIA | Addr | NJA | Addr

yP 9 9 Mode Mode

Cap-
ability

Dest Des#%ﬁéue

ent Parent $FFFF Child
PAN MAC MAC
Alt. : RX ON
PAN DTeV";e gg{‘l";gg When | N/A | N/A SecurityA''AOOICC‘f;te
Coord yp Idle
Typical values of FCF: $23, $CC/$C8 Page 79
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011

X

Associate Response

0

1

000 11 00 11
Src Dst
F;f,lg:ee Securitypi?&?ﬁg é(e::; ::XS N/A ﬁ% N/A | Addr
DY & L L i ——
2 bytes1 byte
o
: Src.
Dest. Src. Short
PAN 1 addr | PAN | Adar Addr | StaWs
ID ID
Target Child Target Parent $02
PAN MAC PAN MAC

% 00:successful

%01: full
%02: deni

Typical values of FCF: $23, $CC

Copyright © ubec confidential

al
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B ubec

Review: Assoclation

Associate
PAN ID. Associate Request
Ext addr or Short addr
of the Coordinator ACK

\ 4

s ﬁﬁm\aﬂon

d

“{‘_ response
@ Co Short addr of the device
UBE Data Request

ACK: pending bits = 1

Associate Response

_ ACK
Confirm Indication

Success / Denied Child accepted

<
<

\ 4

Page 81
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B ubec

Another way to Associate

Scan: Orphan o
Channel Orphan Notification

Indication
1d
Co“ﬁ‘d response

‘JBE@oordinator Realignment Short addr of the device

ACK
Confirm Indication
Child accepted

\ 4

A
\ 4

Page 82
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Orphan Notification

MAC
Addr

$06

$FFFF  $FFFF  $FFFF

Dest. Dest Src.
PAN ' PAN
Addr.
ID e
o
Src Dst
Frame |qocuriy| Frame | ACKdntra b Addr | NA | Addr
Type Pending| Req. PAN Mode Mode
011 X 0 1 0 000 11 00 10

Typical values of FCF: $23, $8C

Copyright © ubec confidential
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Coordinator Realignment: Header

Child Target Parent
$FFFF MAC PAN MAC
Dest. Src.

PAN | PSSt | paN '

Addr. :

ID 2

o e“

Src Dst
FTramee Security P'er?;?ne QSK :Dnm N/A | Addr | N/A | Addr
yp 9 9 Mode Mode
011 X 0 1 0 000 11 00 11

Cn_pyright © ubec confi

dential
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B ubec

Coordinator Realignment: Payload

$08  Bytes: 2 2 1 2
Parent ap Child
PAN ID 0 ﬁse Short
AR

o

Page 85
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B ubec

Disconnect: from Child

Disassociate

Disassociate Notification
ACK t.‘l %‘ |

£C onfideT
B

Confirm

U

»
»
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B ubec

Disconnect: from Coordinator

Disassociate

Data Request

ACK: pendufﬁaze
‘ SBE‘ Disassociate Notification

ACK
Confirm Confirm

qual

A
\ 4

Indication

A

Page 87
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B ubec

Disassoclate Notification

011 X 0 1 0 000 11 00 11
Src Dst

FTramee Security P':err?é?r? QSK I'D”XS NA | Add | N/A | Addr
yp g g . &a Mode

1 byte
i S
: rc.
Dest. Src.
PI,?)N Addr PI,?)N Addr Reason

Current Target Current Source ¢p3 *01: parent tell child to leave
%02: child wish to leave

PAN

MAC

PAN

MAC

Typical values of FCF: $23, $CC

Copyright © ubec confidential
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B ubec

Session 2 Review

+ You’ve learned:
— CSMA/CA
— MAC Beacon Format

— MAC Command Format A e“t.‘_a\

— More detailed MAC behavior “ﬁl

el @

Assoclate
Orphan
Disassociate

Page 89

Copyright © ubec confidential



UBEC

Session 3:
API

Page 90
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API naming rule

BEACON-NOTIFICATION

c copfi

What this event does

Copyright © ubec confidential
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API naming rule

cO
e

. dge 92
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API for Data Transmission

jal
C cox\ﬁde““a
‘JBE MCPS-DATA

MLME-POLL

Page 93
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Bubec MCPS-DATA request

MCPS-DATA.request ( $00 = no address
SrcAddrMode, $02 = short address
SrcPANId, $03 = extended address
SrcAddr, . \
DstAddrMode, . t‘a
DstPANId, {1M
Ds CO“ |dentifier, for status report.

’ th MCPS-DATA.request will
\6 ngten, not be executed in sequence.
msdu, Thus an ID is required.
msduHandle,
TxOptions
) Bitmask:

$01 = ACK required

$02 = GTS (session 5)
$04 = Indirect transmission
$08 = Security lge 94
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Bubec MCPS-DATA..confirm

MCPS-DATA.confirm (
msduHandle, / |dentifier for status

status report

) Lk
%alld parameter
E‘C Co $E9 = no ack
UB $E1 = channel access fail
$FO0 = transaction overflow
$F1 = transaction expired

Page 95
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B ubec MCPS-DATA.indication

MCPS-DATA.1ndication (
SrcAddrMode,
SrcPANId,

SrcAddr, Link

DstAddrMode, d éﬂﬁi{&ﬁiﬁgﬂ in

Ds

\U

SecurityUse,

ngth,
msdu,
mpduLinkQuality,

erference environ-

DstPANId, 3
C0“£‘ ment still gets high quality.

ACLEntry’——'*/”"’J

MAC security: access
control list

Page 96
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L MLME-POLL.request

- C
CoordAddrMode,

CoordPANId,
CoordAddress,
al

SecurityEnable de“t‘

JBEC O°X

Notice: there is no source
address field.

Page 97
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Bubec MLME-POLL.confirm

MLME-POLL.confirm (
status

$00 = succes L
w&a meter

0 ack

Page 98
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B ubec

Review: Indirect transmission

MCPS-DATA.

MLME-POLL. request
request

Data Request t “a'\

ACK: pend ﬁb& “
@B‘EA Data packet
MLME-POLL. ACK MCPS-DATA.
confirm confirm
MCPS-DATA.
_Indication
Page 99
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APIs for scan

eptiad
v.C cm\f‘ae“
‘JB MLME-SCAN

MLME-BEACON-NOTIFICATION

Page 100
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Bubec MLME-SCAN.request

_ $00 = Energy scan
MLME §CAN+request ( $01 = Active Scan
canlype, $02 = Passive Scan

ScanChannels, $03 = Orphan Scan

ScanDuration

\

C “ﬁ 32 bits bitmask,

UBEC Bit N = Channel N,

1 = Scan

Duration = 15.36 ms * (1+2ScanDuration)

Page 101
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Bubec

MLME-SCAN.confirm

MLME-SCAN.confirm ( $00 = no address

, TR

$ES8 = invalid parameter

status, ~
ScanType, \ $EA = no beacon

UnscannedChannels,
ResultListSize, . &}
EnergyDetect one for each channel

of RSSI values,

AN

Array of beacon information

Page 102
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B ubec PANDescriptor

PANDescriptor {
CoordAddrMode
CoordPANId
CoordAddress

L ICh I ?ﬂl
Sag;ﬁiram:nn%{ de“t‘

GRS

ImeStamp
SecurityUse
ACLENntry
SecurityFailure

Page 103
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Bubec /) \VE-BEACON-NOTIFY.indication

MLME-BEACON-NOTIFY.1ndication (
BeaconSegNumber,

PANDescr pto r, Bit 0-2 = number of short
PendAdd rspec, Bit 4-6 = nuriiber of extended
AddrList, .

sduLength

)UE‘C

String of address,
short address first.

Beacon payload raw data

Page 104
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B ubec

MLME-SCAN.

request

Review: Scan

Beacon Request

MLME-BEACON Chann dgg}
NOTIFY. BeaCO 1

indication E“‘ C

MLME-SCAN.

confirm

Beacon Request
Channel #2
Beacon w/o payload

A

Page 105
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APlIs for starting network \

Afident®
UBEG, L.
MLME-RESET
MLME-START
MLME-SET

Page 106
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ke MLME-RESET.request

MLME-RESET . request (
SetDefaultPIB

ﬁ a@ﬂ}e? } settings

Page 107

Copyright © ubec confidential



B ubec MLME-RESET.confirm

MLME-RESET.confirm (
status

)

iR
B.E‘C C,Oﬂﬁ A = TRX busy

U

Page 108

Copyright © ubec confidential



Bubec MLME-SET.request

MLME-SET .request (

PIBAttribute
PIBAttributeValue
) Inr world imple-
ion, we'll use
PIB: PAN Information Base inc iré 5 v0|d pointer (void *)
macAssocia
Tac ( $45) to pass values.
macB ayloadLength ($46)

macCoordExtendedAddress ($4A)
macCoordShortAddress ($4B)
macPANId ($50)

macShortAddress ($53)
macRxOnWhenldle ($52)
macTransactionPresistaceTime ($55)

Page 109
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B ubec MLME-SET.confirm

MLME-SET.confirm (

status ———

PIBAttribute

) $F4 = unsspported
© de“_

$00 = success
$ES8 = invalid parameter

Page 110
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B ubec

MLME-START.request

MLME-START . request (

PANId, See section 5
LogicalChannel,

@% the device
i

a PAN coordinator

PANCoordi natﬁf

“gagpggg;ﬁgggkent,
)

ecurityEnable

Tell all child device
to rejoin network

Page 111

Copyright © ubec confidential



B ubec MLME-START.confirm

MLME-START.confirm (
status

$ —
“ﬁﬁe nvalid parameter
E.C cO $EC = no short address

Page 112
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B ubec PAN Coordinator Startup Procedure

Energy scan, Channels

A 4

Select one channel \

A 4

‘J Select a non-occupied PANId

macShortAddress

macPANId, channel

Page 113
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MLME-DISASSOCIATE
MLME-ORPHAN
MLME-COMM-STATUS

Page 114
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B ubec

MLME-ASSOCIATE.request

MLME-ASSOCIATE.request (
LogicalChannel,
CoordAddrMode, ﬁ Value, from $0B to $1A
CoordPANId, .
CoordAddress, -tlfﬂl
Capabilityln thaﬁ;¥}
Se KtyE

> U L’E@

Page 115
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B ubec

MLME-ASSOCIATE.indication

MLME-ASSOCIATE. indication (

DeviceAddress, Extended Address
Capabilitylnformation,
SecurityUse, . \
ACLENtry . 1a
) “{16»3“

uBEC

Page 116
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B ubec

MLME-ASSOCIATE.response

MLME-ASSOCIATE. response ( ‘Extended Address

DeviceAddress,
AssocShortAddress, A/////JShmTAmﬂaﬁ
status,

@\ = Success

$01 = Overflow
$02 = Denial

SecurityEnable

| UBEC coﬂﬁ‘de

Page 117
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Bubec MLME-ASSOCIATE.confirm

MLME-ASSOCIATE.confirm (

AssocShortAddress, Acquired short address
status $FFFE means no short
) address extended-

ﬁ &wnl be used for

U@r co“ﬁd

$00 = success

$E1 = channel access falil
$ES8 = invalid parameter
$E9 = no ack

$EB = no data

Page 118
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Bubec /| ME-DISASSOCIATE. request

MLME-DISASSOCIATE.request (
D?Vi CeAd(_j ress, ———— Extended Address
DisassocliateReason,

SecurityEnable . \
) e

ator wishes device to leave

UBE‘C ¢?ggevices wishes to leave

Page 119
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Bubec 1\ ME-DISASSOCIATE. indication

MLME-DISASSOCIATE. indication (
DeviceAddress,
DisassociateReason,

SecurityUse, . \
ACLENtr Q

| UBEC cO“ﬁd

Page 120
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Bubec |\ VE-DISASSOCIATE. confirm

MLME-DISASSOCIATE.confirm
status

)

O — s
parameter

“ = channel access fail
C oM

B'E‘ = transaction overflow
‘J $F1 = transaction expired

Page 121
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B ubec

MLME-ORPHAN.Indication

MLME-ORPHAN. Indication (

OrphanAddress,
SecurityUse, ﬁ Extended Address
ACLENntry

Page 122
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Bubec MLME-ORPHAN.response

MLME-ORPHAN. response ( ‘
OrphanAddress, - Extended Address

/J
ShortAddress, | Short Address

AssociatedMember,
SecurityEnable if @ this event wil
) “i‘mw.

uBEC

Page 123
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Bubec 11 ME-COMM-STATUS.indicatior

MLME-COMM-STATUS. 1ndication (

PANId, |
SrcAddrMode, ‘Unmﬂmed
SrcAddr, . \
DstAddrMode, .t12L
DstAddr, den

y Ub

$00 = success

$E8 = invalid parameter
$E9 = no ack

$E1 = channel access falil
$FO0 = transaction overflow
$F1 = transaction expired

Page 124
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B ubec

Review: Assoclate

MLME-ASSOCIATE.
request

Associate Request .

§‘de“¥dlcatlon OEIATE
CO“ MLME-ASSOCIATE.
‘JBE‘q: Data Request Ll

ACK: pending bits = 1

Associate Response

MLME-ASSOCIATE. ACK MLME-COMM-STATUS.
confirm indication

»
< >

Page 125

Copyright © ubec confidential



Bubec Review: Orphan Scan

MLME-SCAN.
request

Orphan Notification MLME<ORPHAN.

\ 4

LME-ORPHAN.

Co response
‘JBE‘@oordinator Realignment
MLME-SCAN. ACK MLME-COMM-STATUS.
confirm indication

»
»

A

Page 126
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B ubec Device Startup Procedure

Active, Channels

A 4

.. Undefined behavior:
Select one node to join b shall set these
- t‘\faémeters ? By
. | ASSOCIATE.request
or manually ?

macCoordShortAddress

Parent address, PANId, channel

Page 127
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Other APIs

jal
C corxﬁde““a
‘JBE MLME-GET

MLME-RX-ENABLE

Page 128
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Bubec MLME-GET

MLME-GET . request (
PIBAttribute

)

- \
MLME-GET.confirm ( _, de“ua
tatus,

status i i;}xf’

ributeValue i In real world imple-

mentation, we’ll use
a void pointer (void *)
to pass values.

P

\C

)

Page 129
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Bubec MLME-RX-ENABLE

MLME-RX-ENABLE. req% Only works in beacon
- network.
DeferPermit,

RxOnTime, - Only works in beacon

RxOnDuration netwaogk.
) ‘E‘_ 000~$FFFFFF
Unit = 16us
‘ﬁAC CO“ Max = 268.435 sec
MLM&%& BLE.confirm (
status
)

$00 = success
$F2 = TX active

Page 130
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B ubec MLME-RX-ENABLE

MLME-RX-ENABLE.request

<

<

st

C cov

MLME-RX-ENABLE. %&eﬂt‘a\

RxOnDuration X

v

v

RX: OFF

Page 131
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B ubec

Session 3 Review

<+ In this session, you’ve learned
— MAC API call convention.
— MAP APIs for scan, data transmission, association, andther functions,

— More detailed MAC behaviors. a t‘ﬁ

— Standard startup procedure nd device.

yBEC

Page 132
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